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Monitorovani pocitacovych siti

»Pohled zafizeni*

@ syslog, journald, ...
@ munin, zabbix, nagios, ...

Sitové pohledy
o Pakety

e Toky (flow, biflow)

o Aplikaéni vrstvy
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Paketové orientované nastroje

Zachyt provozu:
e tcpdump (http://www.tcpdump.org)

@ tshark / wireshark (https://www.wireshark.org)
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Infrastruktura pro méreni a analyzu

© Exportéry / Monitorovaci sondy
@ Kolektor
© Analyza dat

@ Alert handling
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Tokové orientované nastroje

Export:

o softflowd
(http://www.mindrot.org/projects/softflowd/)

@ ipt-netflow
(https://sourceforge.net/projects/ipt-netflow/)

e flowmonexp (komeréni)
e flow_meter (z NEMEA projektu)
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Tokové orientované nastroje

Export:

o softflowd
(http://www.mindrot.org/projects/softflowd/)

@ ipt-netflow
(https://sourceforge.net/projects/ipt-netflow/)

e flowmonexp (komeréni)
e flow_meter (z NEMEA projektu)

Kolektor/prace s daty:
e nfcapd, nfdump (http://nfdump.sourceforge.net/
e ipfixcol (https://github.com/CESNET/ipfixcol)
@ NEMEA (https://github.com/CESNET/nemea)
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Monitorovaci infrastruktura

Probe s a
Monitoring Coll N E M EA Alert
Probe / ollector System Handling

Monitoring \ J
Probe

Y
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NEMEA infrastruktura

Supervisor
Module | | Module | | Module

NEMEA Framework ’

NEMEA Module
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Konfigurace NEMEA systému

Profile: basic modules

dns_amplification running (PID: 16452)

| dns_amplification_logger running (PID: 16085)
| flow_meter running (PID: 26475)

| flow_meter_logger stopped (PID: 0)

| hoststatsnemea running (PID: 16629)

| hoststatsnemea_logger running (PID: 16087)
|

|

|

|

o

hoststats2idea running (PID: 16862)
ipblacklistfilter running (PID: 16892)
ipblacklistfilter_logger running (PID: 16089)
ipfixcol stopped (PID: 0)

© 0 N O 0> WN -

[are
o

| traffic_repeater running (PID: 16090)

| voip_fraud_detection running (PID: 16091)
|

|

= e
N =

voip_fraud_logger running (PID: 16092)
vportscan_detector running (PID: 16093)

[EY
w

.. moduld bézi tolik, Ze se ani nevejdou na slajd ...
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NEMEA zapojeni

S
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| aggregator
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logger
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IPFIXcol \ J
DNS amplif. —_—
—_— reporter
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( ) hoststats
flow_meter \ y, logger
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detector \ S reporter
S
( ) logger =
logger DNS tunnel
-
detector \\ logger
- )
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-
— logger
blacklist
filter —_—
-
logger
-/
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NEMEA: Nakladani s alerty |

events

Locaur

[

Events ratios in 12 hours
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24h Flow Count
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Last 24 hours in 1h window
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Recon.Scanning
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NEMEA: Nakladani s alerty I

e NEMEA Dashboard
@ email_reporter
@ export do souborli

e Warden (https://warden.cesnet.cz)
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Vertikalni skeny aneb co bézné vidime na v praxi

@ Skenujici zafizeni posle paket (napt. SYN)
@ Podle reakce cilového zafizeni se vyhodnoti dostupnost

© Typy skeni:
o Horizontalni sken (které adresy/zaFizen( jsou na siti aktivni?)

o Vertikalni sken (jaké sluzby jsou dostupné na jednom zafizeni?)

o Blokovy sken (kombinace obou pfedchozich)

Na SYN paket by u otevieného portu méla prijit odpovéd
SYN-+ACK.
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Vygenerovani skenu

nmap(1): nmap -sS 192.168.1.101

tomas@localhost:~

Soubor Upravit Zobrazit Hledat Termindl Napovéda
$ man nmap
$ nmap
Nmap 7.00 ( https://nmap.org )
Usage: rmmap [Scan Type(s)] [Options] {target specification}
TARGET SPECIFICATION:
Can pass hostnames, IP addresses, networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192.168.0.1; 10.0.0-255.1-254
-iL <inputfilename>: Input from list of hosts/networks
-iR <num hosts>: Choose random targets
--exclude <hostl[,host2][,host3],...>: Exclude hosts/networks
--excludefile <exclude file>: Exclude list from file
HOST DISCOVERY :
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pn: Treat all hosts as online -- skip host discovery
-PS/PA/PU/PY [portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PP/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol list]: IP Protocol Ping
-n/-R: Never do DNS resolution/Always resolve [default: sometimes]
--dns-servers <servl[,serv2],...>: Specify custom DNS servers
--system-dns: Use 0S's DNS resolver
--traceroute: Trace hop path to each host
SCAN TECHNIQUES:
-55/sT/sA/sW/sM: TCP SYN/Connect () /ACK/Window/Maimon scans

Tomas Cejka a kol.

installfest 2016

12 /32



Jak vypada vygenerovany provoz

UloZeno pomoci tcpdump -w vertical-scan.pcap
Vypsano pomoci tcpdump -x -nnn -r vertical-scan.pcap
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Jak vypada vygenerovany provoz

UloZeno pomoci tcpdump -w vertical-scan.pcap

Vypsano pomoci tcpdump -x -nnn -r vertical-scan.pcap
1. paket:

0x0000: 4500 002c ddOa 0000 3706 2223 c0a8 01e9
0x0010: cOa8 0165 edaf 03el 2119 b3d2 0000 0000
0x0020: 6002 0400 490b 0000 0204 05b4
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Jak vypada vygenerovany provoz

UloZeno pomoci tcpdump -w vertical-scan.pcap

Vypsano pomoci tcpdump -x -nnn -r vertical-scan.pcap
1. paket:

0x0000: 4500 002c ddOa 0000 3706 2223 c0a8 01e9
0x0010: cOa8 0165 edaf 03el 2119 b3d2 0000 0000
0x0020: 6002 0400 490b 0000 0204 05b4

2. paket:

0x0000: 4500 0028 0000 4000 4006 b631 cO0a8 0165
0x0010: c0a8 01e9 03el edaf 0000 0000 2119 b3d3
0x0020: 5014 0000 64b4 0000

(bez Ethernetovych hlavicek)
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Jak vypada vygenerovany paket

0x0000: 4500 002c ddOa 0000 3706 2223 c0a8 01e9
0x0010: c0a8 0165 03el 2119 b3d2 0000 0000
0x0020: 6002 0400 490b 0000 0204 05b4

0x0000: 4500 0028 0000 4000 4006 b631 cOa8 0165
0x0010: c0a8 01e9 03el 0000 0000 2119 b3d3
0x0020: 5014 0000 64b4 0000

Tomas Cejka a kol. installfest 2016 14 / 32



Jak vypada vygenerovany paket

0x0000: 4500 002c ddOa 0000 3706 2223 c0a8 01e9
0x0010: c0a8 0165 03el 2119 b3d2 0000 0000
0x0020: 6002 0400 490b 0000 0204 05b4

0x0000: 4500 0028 0000 4000 4006 b631 cOa8 0165

0x0010: c0a8 01e9 03el 0000 0000 2119 b3d3
0x0020: 5014 0000 64b4 0000
0x03el -> 993 Oxedaf -> 60847

0xc0a8 0165 -> 192.168.1.101 Oxc0a8 01e9 -> 192.168.1.233
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Jak vypada vygenerovany paket

11:01:00.770235 IP 192.168.1.233.60847 > 192.168.1.101.993:
Flags [S], seq 555332562, win 1024, options [mss 1460], length 0

0x0000: 4500 002c ddOa 0000 3706 2223 c0a8 01e9
0x0010: c0a8 0165 03el 2119 b3d2 0000 0000
0x0020: 6002 0400 490b 0000 0204 05b4

11:01:00.774709 IP 192.168.1.101.993 > 192.168.1.233.60847:
Flags [R.], seq 0, ack 555332563, win 0, length 0

0x0000: 4500 0028 0000 4000 4006 b631 cOa8 0165

0x0010: c0a8 01e9 03el 0000 0000 2119 b3d3
0x0020: 5014 0000 64b4 0000
0x03el -> 993 Oxedaf -> 60847

0xc0a8 0165 -> 192.168.1.101 Oxc0a8 01e9 -> 192.168.1.233
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IP Hlavicka

1111111111222222222233
01234567890123456789012345678901

Version | [HL Type of Service Total Length
Identification Flags Fragment Offset
Time to Live Protocol Header Checksum

Source Address

Destination Address
Options (optional)
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TCP Hlavicka

1111111111222222222233
01234567890123456789012345678901

Source Port Destination Port

Seguence Number
Acknowledgment Number

Offset i
e Lt Reserved Flags Window

Checksum Urgent Pointer

Options (optional)
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Vertikalni sken ocCima sitovych toki

Prevod naseho ulozeného PCAP souboru s pakety:

$ nfcapd -p9995 -1 ./netflow/&
$ softflowd -n 127.0.0.1:9995 -r vertical-scan.pcap
$ nfdump -r ‘ls netflow/* | head -1¢ -o long
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Vertikalni sken ocCima sitovych toki

Prevod naseho ulozeného PCAP souboru s pakety:

$ nfcapd -p9995 -1 ./netflow/&
$ softflowd -n 127.0.0.1:9995 -r vertical-scan.pcap
$ nfdump -r ‘ls netflow/* | head -1¢ -o long

Ukazka vypisu:

Time Proto Src IP:Port Dst IP:Port Flags Packets Bytes
11:34:22 6 10.0.1.3:3728->10.0.1.1:22 ....S. 1 40
11:34:31 6 10.0.1.3:3729->10.0.1.1:80 ....S. 1 40
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Pouziti NEMEA

flow_meter umi Cist i PCAP soubor:

/usr/bin/nemea/flow_meter -i u:mysocket \
-r vertical-scan.pcap

P¥imo ze sitové karty se daji sitové toky exportovat pomoci:

/usr/bin/nemea/logger -i u:mysocket -a flows.csv¥
/usr/bin/nemea/flow_meter -i u:mysocket -I enpOs3

Data se pomoci modulu logger ukladaji do souboru flows.csv.
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Jak se da detekovat vertikalni sken?
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Jak se da detekovat vertikalni sken?

Moment, kde to chceme detekovat?
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Pocet tokl za sekundu na siti CESNET?2
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@ Méreno na hraniénich linkach sité, 9 sond

@ Ve Spickach az 150000 tokd za sekundu

o Celkové za 2 mésice:
e 12TB toki

o 388 miliard tokd (prim. 76 tisic toki za sekundu)

o 10'2 paketii (priim. 2 miliony paketil za sekundu)
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Pocet cilovych portii na zdrojovou adresu
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@ Priimérny pocet unikatnich cilovych portli na jednu zdrojovou
adresu je cca 10

@ Béhem vertikalnich skenii se pouzije az vSech 65 tisic porti
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Jak se da detekovat vertikalni sken?
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Jak se da detekovat vertikalni sken?

Existing address pair? Existing port? Reached threshold (port limit)?
Yes. No. Yes.
Receive
Flow Record Insert port ALERT
No. Yes. No.
Allocate new pair
(+Insert port) Remove port Clear array
I |
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Zapojeni detekéniho modulu

Vertical
Scan
Detector

Aggregator

v

Storage&Analysis
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Cetnost skenti v hodinach
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Vybrany sken: pocet alerti

10° :

104k

10%L

10%}

10°

Number of alerts (probed addresses)

10°
15 20 25 30 35

Minute
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Obéti skena
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Na ¢em jesté pracujeme?

Detekce: amplifikaéni Gtoky, horizontalni skeny, (D)DoS, Gtoky
hrubou silou, komunikace s potencialné skodlivymi adresami
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Na ¢em jesté pracujeme?

Detekce: amplifikaéni Gtoky, horizontalni skeny, (D)DoS, Gtoky
hrubou silou, komunikace s potencialné skodlivymi adresami

DNS

@ Detekce komunikacnich tuneld vyuzivajicich DNS servery
k prenosu dat (napf. iodine)
o statistickd analyza nad informacemi z DNS dotazl a odpovédf
e problémy s faleSnymi poplachy — CDN, blacklisty, antiviry...
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Na ¢em jesté pracujeme?

Detekce: amplifikaéni Gtoky, horizontalni skeny, (D)DoS, Gtoky
hrubou silou, komunikace s potencialné skodlivymi adresami

DNS
@ Detekce komunikacnich tuneld vyuzivajicich DNS servery
k prenosu dat (napf. iodine)
o statistickd analyza nad informacemi z DNS dotazl a odpovédf
e problémy s falesnymi poplachy — CDN, blacklisty, antiviry...
SIP
@ Detekce pokusli o hadani vytaceciho schématu
e statistickd analyza Casti SIP URI

e nezabezpeclené Gstfedny mohou umoznit Gtocnikovi navazat
hovor

@ Detekce Utokd hrubou silou
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Na ¢em jesté pracujeme?

Detekce: amplifikaéni Gtoky, horizontalni skeny, (D)DoS, Gtoky
hrubou silou, komunikace s potencialné skodlivymi adresami

DNS

@ Detekce komunikacnich tuneld vyuzivajicich DNS servery
k prenosu dat (napf. iodine)
o statistickd analyza nad informacemi z DNS dotazl a odpovédf
e problémy s falesnymi poplachy — CDN, blacklisty, antiviry...
SIP
@ Detekce pokusli o hadani vytaceciho schématu
e statistickd analyza Casti SIP URI
e nezabezpeclené Gstfedny mohou umoznit Gtocnikovi navazat
hovor
@ Detekce atokd hrubou silou
NTP

@ Rozpracovano — podle soucasnych experimentl a studie to
vypada jako zajimavé téma...
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Zaveér

Prijdte na workshop -> za chuvili
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