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Introduction

 Metadata analysis (collected statistics)
— SNMP
— NetFlow
— IPFIX
— And others

e Data analysis
— Pattern matching
— PSAMP — export of sampled packets
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What does a NetFlow probe do?
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What i1s NetFlow?

 NetFlow is a protocol to export information about IP flows
from measurement points to collectors

A Flow is defined as a set of IP packets passing an
observation point in the network during a certain time
Interval. All packets belonging to a particular Flow have a
set of common properties [RFC5101].

* In case of a NetFlow v5 the set of common properties is a
fixed 5-tuple:
{SrclpAddr, DstlpAddr, SrcPort, DstPort, Protocol}

* Per packet statistics are measured for each flow
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Motivations

Anomaly behavior and

network intrusion detection

Adherence to corporate/network policy
Routing and peering decisions
Accounting and billing, SLA

Capacity planning




NetFlow measurement facts

e Source of NetFlow data Is often missing
In current network infrastructure

« Some Cisco routers provide NetFlow or
sampled NetFlow

* Robust and reliable source of NetFlow Is
desirable to provide unbiased results




NetFlow accelerated on NetFPGA

 NetFPGA card — measurement and export
 Host PC — configuration, statistics, collector

Host PC
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Flow measurement facts

o Correct setup of Flow probe requires
experience and knowledge

— Inactive timeout — if a flow Is inactive (no
packet has recently come) then it is
released after inactive timeout

— Active timeout — flow that is active long
enough to reach active timeout is released

— Sampling, filtering, ...
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Probe Integration
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Demo overview
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Cable configuration for Demo

 NetFPGA Gigabit Ethernet Interfaces

— nf2c3 : Left neighbor in network (green) — generated traffic
— nf2c2 : Local host interface (red) — NetFlow
— nf2c0 : Right neighbor in network (green) — generated traffic

 Host Ethernet Interfaces
— ethl : Local host interface (red) — NetFlow

« Each NetFPGA generates NetFlow & duplicates traffic
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NetFlow Demo — Step 1

o Upload NetFlow firmware and start NetFlow GUI
— ~INF2/projects/netflow/sw/startnetflow.sh

e Configure
measurement
according to
figure — me—%
— Timeouts
— IP Address
— Ports

— Enable

ﬁ



NetFlow Demo — Step 2

o Walit for all participants to finalize their configuration
« Traffic will be generated afterwards

 Observe
number of
accepted
packets and

number of
active flows
\
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NetFlow Demo — Step 3

e Setup inactive timeout to be longer (16 s)

e Number of
active flows in

probe
Increases
e Number of
eXpOrted flo_
decreases

 Observe an aggregation ratio of packets to flows
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NetFlow Demo — Step 4

Setup active timeout to be shorter (1s)

Number of
active flows
In probe
decreases

Number of
exported

INncreases
again
Close GUI after
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NetFlow Demo

« How can we detect a scan of computer network
using flow information?

— Watch for an increase of flows containing one or two
packets

— Vertical or horizontal scan

~
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NetFlow Demo — Step 5

« Upload NetFlow firmware and start NetFlow GUI
— ~INF2/projects/netflow/sw/startnetflow.sh

e Configure measurement according to figure below
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NetFlow Demo — Step 6

o Walit for all participants to finalize their configuration
« Traffic with scans will be generated afterwards
* Observe increased number of active flows during

scanning interval \
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Firmware overview

e Modules with standard NetFPGA communication
Interface data, ctrl bus and write, ready signals

19




Software overview

* Monitoring parameters could be set up using a
command line or GUI

 Measured data may be sent directly to external
collector
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Status and conclusion

Open Source gateware, software and
documentation available at
http://netfpga.org/netfpgawiki/index.php/Pro
lects:NetFlowProbe

Sufficient packet rate performance
Cost effective source of NetFlow v5 data

Waiting for support of future protocols such
as IPFIX [IPFIX08]

CESNET FlowMon
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